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ANALYSIS AND METHODS OF CYBER SECURITY OF BUSINESS
STRUCTURES IN SOCIAL NETWORKS
AHAJII3 TA METO/IU KIBEPBE3IIEKHU BIBHEC-CTPYKTYP ¥
COHLIAJTBHUX MEPEXKAX

Summary. Introduction. Ensuring security on the Internet today is an
important part of the work of world-famous companies, namely: Linkedln,
Facebook, Twitter, Instagram, which provide, support and develop social
networks. Cyber security of business structures needs constant support and
improvement based on analysis of its efficiency and effectiveness. This will
contribute to the increase of cyber resistance and the development of the
business structure in modern conditions.

Purpose. The purpose of the article is to investigate the main principles of
ensuring cyber security of business structures in social networks, taking into
account the specifics of information law and the latest technologies.

Materials and methods. Research materials are scientific and reference
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literature, practical experience on the outlined topic. In the research process,
general scientific and special methods were used, in particular: theoretical
generalization, systematization and system analysis, as well as the graphic
method.

Results. Theoretical provisions have been improved and practical
recommendations have been developed to ensure the cyber security of business
structures in social networks, taking into account the specifics of economic
activity, information law and the latest technologies. The scientific novelty is the
improvement of the system and mechanism of minimizing third-party (external)
cybernetic influence, taking into account the corresponding consequences on the
personal office of the manager (or administrator) of the business structure in
social networks. A description of possible algorithms for data analysis of
business structures in social networks as a data collection tool is also added. In
addition, possible methods of countermeasures and increasing the security of
the pages of administrators and account owmers in social networks are
evaluated. This is due to the fact that any information collected on the Internet
can provoke attackers to launch a cyber attack. Given the impossibility of
hacking social networks as a complete system, criminals use hacking of personal
accounts of business leaders. The impact of business, economic connections in
social networks is also considered to determine the group of people who are
engaged in the promotion of goods in social networks. An analysis of the
existing methods of ensuring cyber security in the most famous social networks
Facebook and Instagram was carried out, taking into account the specifics of
economic activity, information law and technologies.

Prospects. In the future, it is recommended to study the types of
information systems and technologies in areas enshrined in the integrity of
business structures.

Knrwouoei cnoea: business, business structure, cyber security, information

technology, information, analytics, information law, business risks, user,
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corporate page, social network, result.

Anomauia. Bcmyn. 3abesneuenus Oesneku 6 I[nmepnemi cbo2oOHi €
BAJICIUBOIO  YACMUHOIO pPOOOMU  B8CECEIMHLO BIOOMUX KOMHNAHIU, a came:
LinkedIn, Facebook, Twitter, Instagram, saxi naoaroms, niompumyroms ma
po3zeusaroms coyianvhi mepedici. Kibepbesnexa 0iznec-cmpykmyp nompeoye
NOCMIUHOT NIOMPUMKU MA 800CKOHANIEHHSl HA OCHOBI aHani3y ii eghexkmusHocmi
ma pesyromamugnocmi. lLle cnpusmume nidsuwjennro Kibepcmiukocmi i
PO36UMK) OI3HEC-CMPYKMYPU 8 CYUACHUX YMOBAX.

Mema. Memow cmammi € Oocnioumu OCHO8HI 3acadu 3abe3nedenHs
Kibepbe3nexku Oi3Hec-CmMpYKmMyp y COYIAIbHUX Mepedxcax 3 YpaxyS8aHHAM
cneyu@iku eKxoHOMIYHOI OIANbHOCMI, HPOPMAYIUHO20 NPasa ma HOBIMHIX
MExXHOI02I.

Mamepianu i memoou. Mamepianramu 0ocnioxceHHs € Haykoea ma
006i0K06a imepamypa, NPaKmudHuti 00Cc8i0 3a OKpecleHow memow. B npoyeci
00CNIOIHCEHHST BUKOPUCMAHO 3A2AIbHOHAYKOB8I Ma CneyianbHi Memoou, 30Kpema.
Meopemu4H020 Y3a2albHeHHs, CUCMeMamu3ayii ma CUCmeMHO20 aHalizy, a
Mmaxooic epagivHutl memoo.

Pesynomamu. Yoockounaneno meopemuyni nonodcenHs i po3poobieHeHo
NPAKmuyHi pekomenoayii oo zabesneuenus Kibepoesnexu OizHec-Cmpykmyp y
COYIANbHUX Mepexdcax 3 YPaxy8auHsAM Chneyu@iku eKoOHOMIUHOI OifslbHOCMI,
inghopmayitinoco npasa ma Hog8imHix mexnonoeiu. Hayxoea nosusna nonseac y
B800CKOHANEHHI cucmemu U Mexamizmy MIHIMI3ayii CMOpOHHbO2O (308HIUHBLO2O)
KIOepHemu4Ho20 6NIUBY 3 YPAXYBAHHAM GIONOBIOHUX HACIIOKI8 HA 0COOUCMULL
Kabinem Kepignuka (ab6o aominicmpamopa) Oi3Hec-CmpYKmMypu 8 COYIanNbHUX
mepedrcax. Taxkooc 000aHO ONUC MOAHCTUBUX ANCOPUMMIB AHANIZY OAHUX Oi3Hec-
CMPYKmMYp Yy COYIANbHUX Mepedcax AK iHcmpymenmy 300py oanux. Kpim moeo,
OUYIHIOIOMBCS. MOINCTIUBL Memoou Npomuodii ma niosuwyeHHs 6e3neku CmopiHoK

aominicmpamopié [ 6lACHUKI@ axkayHmie y coyianbHux mepedxcax. Lle
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00ymoeneno mum, wo 0yOv-saxka iHgopmayis, 3ibpana 6 Iumepnemi, mooce
CHNPOBOKY8AMU 3/I08MUCHUKI6 Ha Kibepamaky. Bpaxoseyiouu nemoodciugicmo
31aMy COYIANbHUX MEPeAC AK YILNICHOI cucmemu, 3106MUCHUKY BUKOPUCMOBYIOMb
310M o0cobucmux axkayHmié KepiGHUKI8 Oi3Hec-cmpykmyp. Bnaue Oinosux,
EKOHOMIYHUX 38 S3KI8 ) COYIAIbHUX Mepedcax MakKoHiC po32nsoacmvpcs Ons
BUSHAYEHHsL 2PYNU JII00€el, SIKI 3aUMAOmvbCsi NPOCYBAHHAM MOBAPY 8 COYIATIbHUX
mepedcax. llposedeno ananiz icHyrouux memoois 3abesnedents Kibepbenexku
Haugioomiwux coyianvHux mepedcax Facebook ma Instagram 3 ypaxysanusam
cneyu@iKu eKOHOMIYHOI JiANbHOCI, IHOPMAYIUHO20 NPABA MA MEXHONOTL.

llepcnexmusu. Y nepcnekmugi pekomeHOyemvcsi O00Caioumu  munu
iHhopmayitinux cucmem i mexHoN02ilt 3a cghepamu 3acmocy8anHs 8 OiNbHOCHI
Oi3Hec-cmpyKkmypu.

Knrwowuoei cnosa: 6isnec, 6iznec-cmpykmypa, Kibepoesneka, inghopmayiuni
mexHonoeii, iHopmayis, ananimuka, iHgopmayiline npaeo, 0OI3HeC-pU3UKU,

KOpucmyead, KOpnopamueHa CMopIiHKd, COYianbHa mepexca, pe3yivman.

Introduction. Any business initiatives must be balanced with practical
security issues. At the same time, it is known that today ensuring the cyber
security of a business structure is an important aspect of its successful
functioning and development [1]. Here, from the standpoint of the institutional
approach, business structures should be understood as: a) business entities that
are legal entities that have structural subdivisions and a specific management
hierarchy; b) association of business entities that have common business goals
[1;2].

It was established that the cyber security of a business structure is the state
of protection of the cyberspace of the business structure as whole or individual
objects of its information infrastructure (a computer system, computer data, etc.)
from the risk of third-party (external) cyber influence, under which permanence

and stability in the implementation of set tasks and achievement of economic
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goals are ensured, as well as timely detection, prevention (or counteraction) and
neutralization of real and potential challenges, cybernetic interventions and
threats to the interests of the business structure [1; 3—10]. Cybersecurity needs
constant support and improvement based on the analysis of its efficiency and
effectiveness. This will contribute to improving the cyber resilience of the
business structure.

Analysis of recent research and publications. According to the results
of the research, it was found that the main structural components of cyber
security in the system of diagnostics and ensuring the economic security of the
business structure are [1]: survey of information and telecommunication systems
and cryptosystems of opposing parties; cybernetic influences; protection of one's
own information environment in the field of economy and management of
business structures.

To minimize or counteract the negative impact of cyber threats and cyber
protection of information, a complex system of general and specific measures is
necessary: a) organizational, b) technical, c¢) personnel, and d) legal in nature [9;
10].

The main principles of the system of measures for cyber protection of
information (any information and data) in the management of the business
structure are [10]: 1) software support; 2) protection of confidential information
and effective control of access to information and data; 3) personal
responsibility; 4) secrecy and complexity.

Implementation of new or improvement of existing IT solutions in the
field of cyber security will make it possible to increase quality, stability and
effective management, and in view of the process and result will contribute to
the development of the business structure.

Here, in addition to methods of applying information systems and
technologies [11; 12], management standards, information processing, data

monitoring systems [13; 14], quality criteria (similar to approaches [15-18]),
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including aspects of operations research [19; 20] and modeling in the field of
cyber security, it is also necessary to take into account decision-making support
tools, in particular investment ones [21; 22] in the “type of innovation — type of
development” system, to ensure the efficiency and effectiveness of the use of
information technologies and systems in the management of the business
structure, in conditions of risk, uncertainty, complexity and ambiguity [23—-32].

The purpose of the article. The purpose of the article is to investigate the
main principles of ensuring cyber security of business structures in social
networks, taking into account the specifics of information law and the latest
technologies.

Research results.

Methods of Cybersecurity of Business Structures.

Considering the high risk of Widespread cybercrime and cyber insecurity
from the technological risk categories of The Global Risks Report 2023 (World
Economic Forum), the issue of user security is an important part of the business
structure of any company [28]. Business structures usually conduct an
advertising campaign on social networks in order to reach the largest possible
audience of potential users or buyers of the product. Brand advertising and
product promotion takes place in the metaverse with the help of mostly visual
presentation of information in social networks.

A. Analytics as a Tool for Identifying Active Authors

All visual information for analytics is present in the Document Object
Model structure of the hypertext web page. The process of gathering information
for content analytics can be automated using automated testing tools.

Commercial giants usually do not publish content that could potentially be
hacked. Information is usually promotional in social networks:

— video up to 30 seconds long with sensitive or controversial content;

— direct link to a web page with a more detailed description for

promotion with Search Engine Optimization;
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— 2-3 question sentences to attract attention from the first words;

— emoticons and emotions in texts for easier perception and attracting
attention.

The frequency of adding posts in social networks is on average 4-5 per
day. It was analyzed based on the social networks of Amazon Web Service.
Usually, social networks lead special groups of people who select the
appropriate context, cooperate with bloggers and famous people, and choose
trending things related to products and services. If a web page is hacked, a
company can suffer reputational losses that often affect all related products and
profits.

The same people can share, comment and like posts on social networks.
And it is not an exception that the author of those posts may be among those
who spread this information. This may be related to the desire of the authors of
the posts to spread the context created by them as best as possible.

For such cases, programs have been developed that, based on information
about user activity on the web page, allow you to determine a potential author
who has direct rights to upload content to business social networks.

In Fig. the example of analytics process to identify active users based on

collected data.
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Fig. 1. An example of analytics process of social network content to identify active users

Source: compiled by the authors

The main figure in this scheme is a human attacker, called a hacker. It is
not necessarily one person, it can even be a group of people for whom the task
of tracking activities in a certain area, both business structure and personal
pages, 1s set.

Tracking takes place with the help of ready-made programs for collecting
statistics according to the behavior of users on social networks. Any information
about a particular user is of considerable value. An example of collecting
information based on user behavior is shown, collecting their likes, comments,
and distribution of certain posts for further processing. Tracking takes place
obviously not from the personal page of the hacker, but from a third party to
make it impossible to attract attention.

You can collect information about a business structure or a personal page

using many methods, for example, from the user's news feed. Such information
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gives the hacker insight into the most active environment and connections
between other leaders or pages.

The next stage of detection is analytics. This stage identifies the influence
and security of a certain person in the social network, finding the connection
between other team members in the business structure, or identifying the most
important person, namely the head of the page. The data may contain many
parameters for analysis necessary for a hacker, which, depending on the
business structure or topic, he will use against users.

Thus, users are automatically tracked and victims of such a scam are
identified. Business structures are a desirable target for hackers due to the large
use of virtual money. After all, for inorganic coverage of a certain group of
people, there is a virtual payment from Google Ads or any other electronic
wallet in social networks. Having hacked the page of the customer of advertising
posts or other activities, hackers will mostly stop its distribution and withdraw
the remaining funds to their accounts or use it for their own needs.

In order to prevent such an algorithm of actions, the author of the posts
should not show excessive activity on the customer's pages.

In large business structures, multifactor checks of received messages or an
excessive number of requests, so-called DDoS attacks, are used to prevent
hacker attacks. Employees can undergo regular training and tests on the ability
to recognize danger from the outside.

Smaller business structures can often be more vulnerable to information
leakage or hacking due to smaller staff and correspondingly less technical
security capabilities to prevent such attacks.

B. Vulnerabilities of Corporate Connections Through Social Networks

Social networks such as Facebook, Instagram, Twitter and others are
protected against various attacks on their resources. Therefore, the personal
pages of administrators are often the easiest way. LinkedIn is the largest social

network covering business and connecting companies with employees. In the
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same way, often in the descriptions of profiles of other social networks, users
indicate information about where they work or what they belong to. Similarly, in
the LinkedIn social network, anyone can find those who are part of the
organization and have relevant skills in promoting the content. Such cases are
known as “ducktail”. In this way, hackers can bypass the social network's
security measures and gain access to users' business accounts. From a legal point
of view, cyberattacks can be considered as demanding the transfer of someone
else's property, money for restoring access, fraud or others. Another way to
collect data from users of social networks is to create wrapper web pages. The
theft of information can occur through sites that are very similar in design, but
with slightly changed web page hosting. In this way, the user can enter his
credentials without suspecting that the password can be quickly changed in the
real system and lose access. In this case, a set of different links can also be sent
to personal mail with phishing content, even in promotional posts or with a
hidden hyperlink under a popular picture or video.

Means and Measures to Prevent the Potential Hacking of Corporate
Pages of Social Networks

Data theft is one of the most common ways to perform cyber-attacks [29—
31]. Several stages of improving the security of personal pages of business
administrators can be distinguished. These steps, in turn, can affect the security
of business pages.

To prevent password cracking, use strong and frequently changed
application passwords without patterns. Another method is to use geolocation to
track logins of the location of the created account.

The next method to avoid being tracked by a hacker can be to check your
signed friends and followers. It is better to have only reliable friends who you
know personally. In addition, you should avoid open Wi-Fi hotspots, have a
privacy policy in place, and avoid clicking on suspicious links.

To prevent access in social networks, one of the stages is two-factor
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authentication as it is shown in Fig.. The same options are available in other
social networks such as Facebook, Instagram, LinkedIn, Twitter and others. The
most common applications for login verification are Duo Security and Microsoft
Authenticator. Most often, this happens with a link to a phone number. Users
will receive a push request or a code that needs to be entered to access the page

from another device or under another IP address.

Prevention of improving security in
social networks of business structures

Fig. 2. Stages of improving security in social networks

Source: compiled by the authors

Access to personal information can be protected by two-factor
authentication. However, this can be considered as an additional layer of login
protection rather than a requirement. In many cases, users can ignore this
possibility and can be hacked much faster.

To ensure security, user should often change passwords to the page and
blog or group, sensitive information should be properly protected, and you
should have at least one additional page in reserve with access to the personal
page or blog for later recovery. Large companies check the integrity of each

employee to avoid information leakage.
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The security of social network pages is ensured by the developers. Users,
for their part, can use the developed options for data protection. Since these
mentioned steps are optional and disabled by default for users, all the mentioned
steps can improve security and make it harder for social media pages to be
hacked.

To ensure security on pages for business structures, the best method
would be to use several protected accounts as page administrators at the same
time. Each of these methods in combination will allow slow actions of the
hacker on the page in social networks.

Conclusions. The work considers the provision of cyber security for the
business structure and potential cyber threats. Some types of potentially
dangerous places from the point of view of business structure are considered on
the social network, namely: analytics of active users and use of corporate
connections to identify administrators of individual business pages. The
scientific novelty is the improvement of the mechanism of minimizing third-
party (external) cybernetic influence, taking into account the relevant
consequences, on the personal account of the manager (or administrator) of a
business structure in social networks. Proposed possible options for measures
and actions to prevent account hacking and cyber-attacks for both employees
and businesses. In order to avoid detection of administrators of business pages in
social networks, it is possible to minimize input activity through personal
accounts. Instead, the use of options for frequent password changes avoiding the
use of open Wi-Fi hotspots, location tracking and unspecified login, adding
multiple administrators, and the use of additional authentication services provide
an opportunity to more effectively protect information and business reputation.

In the future, it is recommended to study the types of information systems

and technologies in areas enshrined in the integrity of business structures.
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