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DEVELOPMENT
BUKJIMKM TA IEPCIEKTUBH IOPUINYHOI OCBITH B COEPI IT-
MPABA Y YMOBAX PO3BUTKY LIU®POBOI'O CYCHIILCTBA
BbI3OBbI M HEPCIEKTUBBI IOPUIUYECKOIO OBPA30OBAHMS B
C®EPE IT-IIPABA B YCJIOBUSIX PA3BUTHSI LIUPPOBOI'O
OBLIECTBA

Summary. The article deals with the issues of the world community
transition to the information society, the degree of development of the
information space of Ukraine. It is noted that the information technology is one
of the most important factors that stimulate economic growth and development
of civil society, employment, competition expansion and, as a consequence,
contribute to the "digital divide" overcoming. It is concluded that the level of
technological development determines not only the economic potential of the
country and the quality of life of its citizens, but also the role and place of this
country in a global society, the scale and prospects of its economic and political
integration with the rest of the world. It is emphasized that today, when all
spheres of our life have an expression on the Internet, and the legal workflow is
completely computerized, the question of the training of the relevant specialists
in the field of jurisprudence is acute. The information technology plays a huge
role in the lawyer’s work. It helps to find, summarize relevant legal information,
quickly exchange data, provide the necessary information to the judiciary and
find statistical data, without which it is sometimes impossible to solve various
issues. It is concluded that the reform of legal education in Ukraine in
accordance with modern challenges and taking into account the advanced world
experience is one of the prerequisites for the sustainability of state reforms in
the period of the information society formation.

Key words: information technologies, information society, legal

education, IT law, legal activity.

International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2020-18



https://doi.org/10.25313/2520-2057-2020-18
https://doi.org/10.25313/2520-2057-2020-18

International Scientific Journal “Internauka” https://doi.org/10.25313/2520-2057-2020-18

Anomauyia. Y cmammi po3ensoaromvci NumanHs nepexooy Ceimosoi
cnitbHomu 00  IHQOpMayiliHoco0  CYCNiIbCmea,  CMYNiHb — PO3GUMKY
iHpopmayitinoco npocmopy Vkpainu 6 KOHmMeKCmi CY4acHUx 6umoe 00
keanigpikayii ma komnemenmuocmeti wopucma 6 IT-cgepi. 3aznavaemocs, wo
iHhopmayitini  mexHonocii. € O00HUM 3 HAUBANCIUBIWUX akmopis, wo
CIMUMYTIOIOMb  eKOHOMIYHe 3DOCMAHHA MAd  PO36UMOK  2POMAOSIHCLKO2O
CyCnibcmea, 3auHAmicms, pO3UUPEHHsT KOHKYPEHYIl i, SIK HACII00K, CHPpUSIOmb
nooonanHio  "yugposozo  pospusy”. 3pobreno  BUCHOBOK, WO  PIiBeHb
MEeXHOI02IYHO20 PO3BUMKY BUHAYUAE HEe MINbKU eKOHOMIUHUL NOMEHYIal KpaiHu
ma sKicmv ocumms il 2poMaosiH, ane U poab ma Micye yiei Kpainu y
27100aNbHOMY CYCRIIbCMBI, Macuimadu ma NnepcneKmueu il eKoOHOMIYHOI ma
nonimuynoi inmezpayii 3 pewmoro ceimy. lliokpecaroemocs, wo cbo200HI, KOIU
6ci chepu Hauwioeo x’Hcumms maromo 8i0oopadicenHs 6 Inmepnemi, a pobouuil
npoyec 8 1OpuOUdHiti cqpepi NOBHICMIO KOMN TOMePU308aHUll, 20CMPO CMOoimb
NUMAaHHs  Ni020MOBKU  BI0NOGIOHUX  ¢haxieyie y eany3i OpucnpyoeHyii.
Inghopmayitina mexuonoeia gidiepac eenuuesny poav y pobomi ropucma. Ile
00NoOMazae 3HAXO00UMU, V3A2albHIOBAMU BION0BIOHY OPUOUYHY [HOpMayiio,
WeUuoKo  obMiHIO8aMuUCA  OAHUMU, Haoaseamu  HeoOXIOHY  iHgopmayio
npago3acmoco8YUM Op2aHam ma 3HAXOOUMU CMAMUCMUYHI OaHi, 0e3 AKUX
IHOOI HEMOJICIUBO BUPIWUMU PI3HI NUMAHHA. 3P0OIEeHO BUCHOBOK, W0 pedopma
ropuoudHoi ocgimu 8 Yxpaiui 6i0no6ioHo 00 CYYACHUX BUKTUKI8 MA 8DAXYBAHHS
nepedoBoco cimoBo2o 00CBidy € OOHIEN 3 NepedyMo8 CMIUKOCI 0epHCABHUX
pegopm y nepiod popmysarHs iHopmayitino2co CycniibCcmaa.

Kniwouosi cnosa: ingopmayitini mexnonoeii, inghopmayitine cycninbcmeo,

ropuouuna oceima, IT-npaso, opuouuna OisibHicmMb

Annomayun. B cmamve paccmampuearomcs 80NpoOCvl  nepexooa
MUpP06020 coobwecmea K UHGOpMayuoHHomy obujecmsy, cmeneHnb pazeumuisl
ungopmayuonHo2o npocmpancmea Ykpaumvl 6 KOHMeEKCHme CO8PEeMEHHbIX

mpeboganull K Keéanuguxayuu u komnemenmuocmu iopucma 6 |T-cghepe.
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Ommeyaemcs, 4mo UHDOPMAYUOHHBIE MEXHONO2UU SAGNAIOMCA  OOHUM U3
BAdNCHETIUUX PaAKMOPO8, CIMUMYTUPYIOWUX IKOHOMUUECKULU pOocCm U pazsumue
2PAdiCOAHCKO20 00uecmsa, 3aHAMOCMb, pPACUlUperHue KOHKYPEHYUU U, Kax
creocmeue, cnocoocmeyrom npeoooneHuro  "yugposoco paspwisa”. Coenan
861600, UMO YPOBEHb MEXHONOSUYECKO20 PA38UMuUs Onpeoesisem He MOAbKO
IKOHOMUYECKUL NOMEHYUATl CIMPAHbL U KAYEeCMBO JICU3HU ee 2padCOaH, HO U
PONb U Mecmo 2mOou Cmpamvl 8 2100anibHOM o0bwecmee, macumadvl U
NepCcneKmusbl ee IKOHOMUUECKOU U NOJUMUYECKOU UHMe2payuu ¢ OCMAIbHbIM
mupom. Iloouepxusaemcs, umo ce200Hs, Ko20a 6ce c@epvl Haulel HCUHU
umerom ompasicenue 6 Mumepneme, a pabouuti npoyecc 8 puouyeckol cgepe
NOJHOCMbIO  KOMNLIOMEPUIUPOBAH, OCMPO  CMOUM  BONPOC — NOO2OMOBKU
COOMBEeMCMBYIOUUX cneyuanucmos 8 obnacmu IOPUCHPYOEHYULL.
Hughopmayuonnas mexnonoeus ucpaem 02poMHYIO pOib 8 pabome HOPUCmA.
Omo nomozaem Haxooumv, 0600WAMb COOMBEMCMBYIOWYIO HOPUOUUECKVIO
ungopmayuro,  Ovicmpo  0OMeHUBAMbCA  OAHHLIMU,  NPEeOOCMABIAMb
HeobX00uMyo UHoOpMayuo NPAasoONPUMEHUMENbHbIM OP2AHaM U HAXOOUMb
cmamucmuyeckue OaHuvlie, 06e3 KOMOPbIX UHO20A HEBO3MONCHO peulums
paznuuHvle  gonpocvl. Coenan  6vb1800, uUmMo  peopma  HPUOULECKO20
obpazosanus 6 YKkpaume 6 COOMBEMCMBUU C COBPEMEHHbIMU BbI306AMU U C
yuemom nepeoogoco MUupo8o20 ONbIMA ABIAemCcs OOHOU U3 NPeOnOCHLIOK
VCMOUYUBOCMU — 20CYOAPCMBEHHbIX — pedhopM 8  nepuod  hopmuposarus
uHopmayuorHo2o obulecmaa.

Kntouesvie cnoea: ungopmayuonHvlie mexuonio2uu, UHGOPMayuUoHHOe

obwecmso, opuoudeckoe oopasosanue, IT-npaso, ropuouyeckas 0essmerbHOCMb

Statement of the problem. The rhythm of modern life requires
innovations in all spheres. To a large extent this also applies to the education
system. The fact of interconnection and mutual influence between the spheres of

education, culture, science, economics, politics and technology in the process of
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development of any society is generally recognized. The main trend today is the
rapid globalization, which manifests itself both in the liberalization of the global
economy and in the progression of the informatization of society. The latter
initiates the formation of an informational and communicative sphere, making
available information of any kind for each person. Such an opportunity is
provided by means of information technologies, through which any person is
able to accumulate and store information, work with any information, apply it in
professional activities [13]. The acceleration of scientific and technological
progress, based on the introduction of flexible automated production systems,
microprocessor and software control devices, robots and machining centers, has
given the modern legal science an important task - to educate and train
professionals able to actively engage in a qualitatively new stage in the modern
society development[14].

Analysis of recent research and publications. Some issues of
development of society that arise in the process of its informatization, as well as
related issues of legal education were highlighted, in particular, in the works of
such researchers as D. Tapscott, Yu. O. Kutz, O. D. Firsova, M. Kulyaba, O. E.
Simson and others, however, the issue of modern trends of legal education
reform in the context of technology development and, in particular, the
implementation of distance learning, remains relevant and needs further study.

The purpose of the paper is to study the development of information
technologies in Ukraine and their significance in the modern society, to
determine the place and importance of legal education in the information
environment in accordance with today’s needs and demands of modern legal
practice.

Presentation of the main research material. The present state of
development of society is characterized by the progressive use of computer
information technologies in all spheres of human activity. Their application

gives new opportunities for work and rest, as well as simple communication of
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every modern person. The present society can hardly be imagined without
information technology. The information is one of the most valuable resources
of the state that determines its of development and potential levels. New
knowledge gained as a result of creative human activity becomes "new" objects
of social relations, the continuous accumulation of which stimulates the
development and improvement of the technology of information resources
exploitation — the technologies of accumulation and dissemination of
information, called "information and communication technologies”. This, in
turn, raises the need to develop an effective policy, strategy and tactics of the
development of society, transforming from industrial to informational [7].

The question of the emergence, existence and development of the
information society was actively explored at the end of the twentieth century.
Thus, as Y. O. Kuts notes, in the year 1959, the professor of the University of
Harvard, Daniel Bell, who is considered to be the classical sociologist, first used
the term ‘post-industrial society’ - that is the socium in which the industrial
sector loses its leading role and the main driving force is the science-intensive
(high, thin) technology. This term was used in the scientific environment until
the 80's of the XX century, adequately describing the development of society.
However, if earlier high technologies led to the birth of the islands of knowledge
in the society, today personal computers combined with the possibilities of the
Internet caused the avalanche spread of global information and communication
technologies and the successes in this area were so striking that in the media
sources the society began to be called informational [1, p. 3].

M. Castells in his work "Information Age: Economics, Society and
Culture" gives the concept of ‘information’ and ‘informational’ society. By
delimiting these terms, the author notes that the use of the concept of
‘information’ is related to the place occupied by the information as such. On the
contrary, the concept of ‘informational’ society (so-called ‘informationalizm’ as

a new stage of society development) to a greater extent reflects the development
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of information technology, through which the generation, processing and
transmission of information turned into a fundamental source of productivity
and power. It is stated that the ability or failure of society to manage information
and relevant strategic technologies largely shapes its fate, although technology
per se does not determine historical evolution and social change, it embodies the
ability of society to transform itself and to determine the direction of applying
its technological potential. As indicated in the scientific literature exploring the
interconnections between technology and society it is necessary to remember the
role of the state as a decisive factor inhibiting or accelerating technological
innovation. [2, p. 29; 3].

D. Tapscott, highlights the signs of the existence and implementation of
the so-called c‘electronic-digital society’. Among the mentioned signs are
indicated: orientation towards knowledge, digital form of object relations,
virtual nature, interconnection, innovative nature, dynamism, globality and
scale, presence of contradictions, etc. As the main distinctive feature of a new
society the scientist specifies the ability to create new goods and services, the
ability to turn enterprises into new structures which no one imagined yesterday
and tomorrow he will not remember [4, p. 53].

O. D. Firsova rightly notes that comprehensiveness, complexity and
network character are decisive qualities of the information and technological
paradigm. The most important processes taking place in society are organized
around networks, which in turn changes production processes and perceptions of
power and culture [7]. Considering the emergence of a network society M.
Castells explores the interaction between two relatively autonomous trends: the
development of new information technologies and the attempt of the old society
to use the power of technology in favor of the technology of power. People,
organizations and society as a whole take part in the transformation of
technology by mastering it, modifying it and experimenting with it. As a result

of such an interaction a new socio-technical structure is formed [2, p. 17].
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Today, the forms of communication, dissemination and processing of
information through social networks become especially popular. The latter can
be defined as a structure based on social ties and mutual interests of individual
persons and organizations as a whole. The task of such a resource is to provide
users with all possible means of interaction, including video, chat, images,
music, blogs, etc. [12] In recent years there has been a phenomenon of particular
popularity of relevant Internet resources, including Facebook, Twitter and
LinkedIn in the USA and Western Europe, while VKontakte and Classmates
countries are sites with millions of active users in CIS. However, the emergence
of appropriate means of communication also causes the problems of their use in
society [5].

So, as a result of a study by Ipsos Mori commissioned by The Guardian,
the UK's leading publication, the findings were obtained that indicated the need
for enhanced legal regulation of information circulation on social networking
sites. The study found that most respondents desired the development of
common rules that would help users of relevant networks complain about
obsessive materials posted on the site, as well as the establishment of generally
accepted mechanisms for the effective protection of information in these
databases. Problems caused by the lack of unified principles of the legal
regulation of relations in social networks, the issues of prosecution for
intellectual property rights violation, problems of the legal regulation of
advertising, e-commerce and the use of trademarks, problems of the information
security provision and the protection of personal data of users of relevant sites
still remain unresolved [6].

It is evident that with the development of the information society there is a
need to protect the interests of entities that use information in their activities.
That is why the main task of modern jurisprudence (at the levels of science,
lawmaking, law enforcement and legal education) is the search for legal

mechanisms capable of ensuring an effective legal regulation of information
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relations, which will allow to withstand various offenses in this area. Modern
realities of the development of society require the development of a
comprehensive regulatory and legal support for the process of functioning of the
IT sphere, solving such pressing issues as the organization of the activities of
information security actors; detection, termination and prevention of violations
in the IT sphere; protection of consumers' rights when making online contracts;
settlement of the relations arising in connection with the creation, transfer and
protection of intellectual property rights on the Internet; bringing to
responsibility for the violation of content usage terms, creating a legal field in
the sphere of labor relations in the IT industry; convergence of the domestic
legal field with the norms of international regulations for the IT industry, etc.

Solving the mentioned tasks is largely based on IT law - a special branch,
the subject of which is the relationship in the digital environment, namely the
relationship related to the creation, storage, transmission and protection of
information in electronic form, processing of which takes place using
information technology in global and local information systems [3]. Today the
IT law direction develops at a fast pace in Ukraine, becoming one of the most
promising areas for training lawyers to work in this area. It should be noted that
this industry has its specifics in our country. First of all, this is due to the state of
the IT market in Ukraine. So, despite the crisis in the domestic economy it has
grown several times in the last few years. Ukraine holds the leading position in
IT freelance among Eastern European countries, controlling the large amount of
the market. The IT industry is ranked third in terms of exports. The main
customer of services is the USA, which make up more than half of the volume
of the world market of IT services [3].

This makes it essential to improve legal regulation of IT-sphere relations
with the implementation of information services for foreign counterparties.
Among the actual issues that need to be addressed there are the protection and

defense of intellectual property in IT, the conclusion and maintenance of
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licensing agreements, the structuring, financing and tax optimization of IT
business, the restriction of confidential information disclosure (NDA, Non-
disclosure agreement), the conclusion of prohibition of competition and non-
solicitation agreements, etc. Sociological researches argue that as a result of the
development of information technology in the field of jurisprudence, new
professions such as: a network lawyer, a virtual lawyer, a cyber-investigator and
a media policeman will soon become promising. Of course, this is due to the fact
that more and more administrative services are translated into online mode and
the online format of any service has become most convenient for most citizens.

It is difficult to overestimate the need for information technology in the
field of education and science. Today, the concept of "lifelong learning” is
becoming increasingly popular, which necessitates the use of new forms and
methods of learning through the introduction of new information and
communication technologies. One of such measures is the distance form of
training of future jurists and the subsequent transition to the Smart education
stage. The development of this area is due to the needs of the labor market, the
level of information technology development, the financing of distance learning;
the level of scientific works’ culture in the field of distance education; socio-
cultural and organizational-methodical preconditions [15].

The creation of a distance learning system is defined as the important task
of informatization of education in the National Strategy for Education
Development until 2021 [16]. The Regulation on Distance Learning (2013)
states that the distance education is implemented as a separate form of learning
or through the use of distance learning technologies to provide learning in
various forms [17]. C. Vedemayer notes that the distance learning involves
various forms of teaching and learning, in which teachers and students
communicate in different ways; whose goals are to provide students with the
opportunity to study independently within certain time limits [18].

Starting to develop electronic distance learning, each Ukrainian university
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chooses the appropriate learning environment. There is a practice in the world
when several universities create their own virtual platform. In Ukraine at the
moment the following foreign virtual products are successfully used:
LearningSpace, WebCT, ILIAS, Moodle, Prometheus and others. Ukrainian
universities mostly use those virtual educational products that are freely
available on the Internet. Mostly these are the two most common programs:
ILIAS and Moodle. Also in the distance learning of legal disciplines it is
common to use various information resources, such as communication by SMS,
online messengers (Viber, Telegram, WhatsApp, etc.), e-mail, etc. Creating
Google Drive, Google Docs, developing your own sites is becoming important.
One of the best servers for distance education is Google Classroom, where
teachers can create training courses, fill them with relevant materials, create
tasks and monitor their progress. As well as the organization of video
conferencing through the Zoom platform for lectures and practical classes is
very popular and handy.

The existing system of education, which is obliged to prepare new
generations for living in an information-saturated environment, is forced to
reconsider the educational ideals of the past by setting tasks that meet new
needs. Today the main goal of modern education should be to raise the level of
information competence of students at all levels. The use of digital educational
resources in learning activities can and should transform the teaching of
traditional educational subjects and optimize the processes of understanding and
memorizing educational materials and, above all, raise students' interest in
learning to a higher level.

The development and modernization of the system of higher legal
education in Ukraine is a rather complex and complicated process that requires
constant and well-considered reforms. The sphere of higher legal education is
significantly influenced by the political, economic, social, scientific and

technical factors of the present. During recent years significant changes have
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taken place, but despite this the system of modern legal education in our country
is far from being fully in line with the current needs of law enforcement
(especially in today's world globalization and integration processes).

Currently, there are a significant number of higher law schools in Ukraine
and our country is even ahead of the United States by the number of lawyers.
But the quality of education itself lags far behind the global trends of social
development and requires constant adaptation of its content [8].

In the countries of the European Union, as well as in most leading
countries of the world, an innovative model has long been applied in the system
of higher legal education. But domestic reforms in the field of higher legal
education, which have been taking place in recent times, are aimed mainly at
bringing the external form of higher education into conformity with European
standards and requirements. As for the content of higher legal education it
remains almost unchanged as reforms in this direction are taking place very
slowly [9].

Also the existing labor market needs and persistent trends in the world
economic processes are far from being fully taken into account in the
modernization of the higher education sphere. Thus it is universally recognized
that one of the priority sectors of the Ukrainian economy development, which
requires the need for skilled personnel and, in particular, lawyers is the IT
sector, which is currently one of the most dynamic business spheres. Its growth
rates exceed the indicators of other sectors of the economy while the sustained
growth of this sector is also expected in the future. The main product of the
Ukrainian IT sector is the custom software development [10].

Consequently, there is an evident need for a large number of qualified
lawyers that have specialization in this relevant area of law enforcement,
namely: advanced theoretical knowledge of important provisions, categories,
concepts for the protection of intellectual property rights in the IT field,

including international legal aspects. It should also be borne in mind that the
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important factor for the successful professional lawyer’s work in the field of
high technologies is the availability of practical skills in solving problems
related to the implementation of intellectual property laws in the IT industry.
But this is not possible without the efforts of the educational institutions to
implement curriculum-oriented practices and teaching a wide range of
disciplines relevant to this direction. It is also very important to introduce
practical training of students, modeling and solving practical incidents,
attracting specialists who have real work experience in the field of high
technology to the teaching process.

Unlike widely used in the countries of the European Union practice of
partnership between universities and business, in Ukraine such forms of
interaction are only rare cases. At the level of the European Union many legal
acts have been adopted to support innovation, protection of investments and
intellectual property, which also affects the level of partnership between
companies and universities. A separate indicator of the partnership in the EU is
the number of graduates who have gone to work in a specialty or have opened
their own companies within a certain period of time. Legislation on education
and taxation has significant diversity in different countries. For example, the
reform of higher education in Germany was intended to create entrepreneurial
educational institutions. And in the UK universities private sector
representatives are actively involved in the development of voluntary codes of
ethics for institutions. Among the global priorities of ‘business — universities’
partnerships typical are the following: the research and development; the
development and assessment of courses/programs (in some countries, for
example, Germany, Ireland, France, business representatives also belong to
independent national agencies that carry out program accreditation); the
mobility of students as employees; the protection of intellectual property. Less
developed, but existing are such aspects as the professional development, joint

business projects and business involvement in university management. In most
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countries, higher education institutions have the right to create research parks
and business incubators in the structure of universities, innovative companies
(business companies are often co-owners), technology research centers or
holdings of intellectual property management [11, c. 7-8]. And this European
experience needs to be carefully studied and attempted to implement.

It is understandable that the higher legal education is a complex and
multifaceted phenomenon. And the educational institutions in the field of legal
education should first of all try to give students full legal knowledge of the
disciplines, give them skills of proficient application of theoretical positions
during practical activities [3]. Therefore, considering the need for meaningful
reform of the higher legal education at the stage of Ukraine's accession to the
European educational space, substantial efforts should be made to provide high-
quality training of lawyers, including in the field of high technologies. And thus
it is necessary to rely on the experience of the existing legal education system in
the developed countries of the world, which is rather valuable in this context.

Conclusions. The development of information technologies is becoming a
dominant factor today, that influences the acceleration of social transformations
of modern society, which is of particular importance in the modern conditions of
the national economy development and its inclusion in the world integration
processes. New technologies create new opportunities and new horizons for the
personal development and extend the range of individual choices [7]. An
important role for the development of the country is played by its educated
specialists whose level of knowledge and experience corresponds to the current
realities and requirements of practice in the field of information technologies.
Unfortunately, current approaches to higher education in Ukraine largely
continue to use old teaching methods. The legal profession is a profession of
increased public trust, which requires the proper training of students, the
formation of qualitative knowledge, values and developed practical skills.

Therefore the reform of legal education in Ukraine in accordance with modern
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challenges and taking into account the best world experience is one of the
prerequisites for the sustainability of state reforms in the period of the

information society formation.
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